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FRAUD ALERT!
Vishing – The Newest Security Threat

A new type of phishing scam is called "vishing.” Vishing scammers typically use VoIP (Voice Over Internet
Protocol) phone numbers to trick Internet or telephone users into giving their private information. It is fairly
simple to get a VoIP number anonymously, which is not the case for normal telephone numbers. That makes it
easier for scammers to carry out these vishing scams.

In some ways, vishing may be even more dangerous than phishing scams, because consumers are used to
entering private information into automated phone systems. Therefore, it is easy to imagine that a LOT of
people are going to wind up victims of identity theft and suffer financial losses from these vishing scams.

Action: Never provide personal information to an automated system (speaking or pressing numbers) – unless
YOU make the initial contact with a company with which you are a customer. Even then, call the telephone
number from your bank or credit card statement, the toll free number on the back of your credit card or from the
telephone book. If the automated message provides a telephone number, do not call the number. Your private
information should be just that, private.

Phishing – Chase and Citibank Customer Survey Spam

The subject line of the email is: Customer Survey – Get $50 Reward and the text reads: The Chase Online
Department kindly asks you to take part in our quick and easy 5-question survey. In return, we will credit
$50.00 to your account - Just for your time!

It goes on to describe how the survey will only take two minutes and that your answers will help Chase (or
insert your bank’s name here) with customer service and satisfaction. The email and webpage look quite
authentic, and the initial questions are well thought out and professional Of course, the spam does not really
take you to your bank’s website because you are directed to the scammer's site.

The catch, of course, is that they say that in order to deposit your $50 reward, they need your Chase User ID
and password, as well as your credit card number, expiration date, three digit security number, Social Security
number, ATM PIN number, zip code, mother's maiden name and email address.

The ploy of using a $50 reward for a customer service survey is quite effective. Scammers count on your need
or desire for an extra $50, especially in this economy.

Action: Never click a link in a spam email OR enter your private information into a website link. Just because
the email or link has the word “Chase,” does not mean it will take you to your account, you will just go to the
fraudulent site. DO NOT give your private personal or financial information online, over the phone or in a
mailer. The companies you currently conduct business with, already has your private information.
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